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Abstract—Security and efficiency requirements in K–12 en-
vironments have attracted considerable attention. To address
these needs, we propose Lanyard Policy Tracker, a system
designed to satisfy these requirements. The Lanyard Policy
Tracker was developed as a secure, desktop-based application
designed to monitor and enforce student compliance with school
lanyard policies while prioritizing data protection and system
integrity. Implemented in Python using the Tkinter framework,
the system integrates with Google Sheets through encrypted
API communication, providing centralized storage and real-time
synchronization across multiple authenticated devices. All data
transactions occur through a secured Google Cloud service ac-
count, preventing unauthorized access and ensuring auditability.
The application features layered validation and error-handling
mechanisms to safeguard against duplicate or corrupted en-
tries, while local caching maintains operational continuity in
case of network interruptions. A modular design separates the
user interface, data synchronization, and administrative control
layers, reducing the attack surface and enhancing maintain-
ability. Password-protected administrative tools restrict access
to configuration and reset functions, ensuring that sensitive
operations are performed only by authorized users. Deployed
successfully within a middle school network environment, the
system demonstrated high reliability, rapid synchronization, and
resilience to connectivity and concurrency challenges. Overall,
the Lanyard Policy Tracker exemplifies a practical application of
cybersecurity principles—integrating authentication, encryption,
and data integrity safeguards—within an educational technology
framework that remains efficient, transparent, and scalable.

I. INTRODUCTION

Educational institutions increasingly rely on digital systems
to streamline administrative workflows, enhance accountabil-
ity, and support safety protocols. Student identification mech-
anisms—such as ID cards, badges, and lanyards—now play a
central role in many K–12 safety frameworks. Prior research
has shown that issues of student data management, privacy,
and digital transformation in schooling require solutions that
are both technically sound and organizationally aligned [1],
[2]. Despite these advances, many schools continue to use
manual or partially digitized tracking processes that suffer

from inconsistency, security issues, human error, and limited
scalability.

Existing digital student management systems exhibit several
limitations when deployed under typical school conditions.
Studies have highlighted persistent challenges such as unre-
liable multi-device synchronization and offline continuity, as
well as security shortcomings such as inadequate encryption
or authentication controls [3], [4]. Cloud-enabled platforms,
while convenient, may expose schools to unauthorized access
if not properly configured with service accounts, role-based
identity controls, or secure API gateways. User interface main-
tainability also remains an issue, with several works reporting
that educational management systems often lack modularity
or secure design principles.

The Lanyard Policy Tracker was developed to address
these gaps through a secure, desktop-based architecture im-
plemented in Python using the Tkinter framework. Unlike
browser-based solutions, which often suffer from latency and
session-handling vulnerabilities, the Tracker operates as a self-
contained desktop application while supporting real-time syn-
chronization through encrypted communication with Google
Sheets. All data exchanges occur via a secured Google Cloud
service account, following best practices for authenticated API
integration in educational systems. This design prevents com-
mon vulnerabilities—including plaintext transmissions, unse-
cured credentials, and unauthorized local writes—highlighted
in earlier student information system analyses.

To preserve data integrity, the system employs layered
validation and error-handling routines that prevent duplicate,
malformed, or corrupted entries. Research shows that data cor-
ruption and duplication are serious risk factors in educational
systems. The Tracker’s use of local caching ensures opera-
tional continuity during network outages, thereby addressing
a critical limitation of cloud-only systems. Moreover, the
software follows a modular architecture that isolates the user
interface, data synchronization routines, and administrative
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controls into separate components. This approach aligns with
established secure-software engineering principles that empha-
size reducing the attack surface and improving maintainability.

Administrative features are restricted through password-
protected access, ensuring that only authorized personnel may
modify system configurations or execute sensitive operations.
This design choice directly responds to documented weak-
nesses in many school monitoring tools, where the absence of
strong role-based controls is a recurring security flaw. By com-
bining authenticated access, encrypted API communication,
robust validation, and modular security, the Lanyard Policy
Tracker is firmly aligned with contemporary cybersecurity
recommendations for educational environments.

The system was deployed within a middle school environ-
ment to assess its performance under real-world conditions,
including shared network infrastructure, concurrency demands,
and intermittent connectivity. Consistent with prior findings on
the importance of resilient synchronization for school informa-
tion workflows, the Tracker demonstrated rapid, reliable syn-
chronization, high data integrity across authenticated devices,
and seamless recovery from connectivity interruptions. School
administrators reported reduced manual workload, improved
accuracy of compliance records, and increased confidence in
policy enforcement workflows.

Overall, the Lanyard Policy Tracker contributes a practical
and secure software solution to long-standing challenges in
school policy enforcement and student management. By inte-
grating strong encryption, authenticated cloud access, modular
architecture, offline resilience, and robust validation mecha-
nisms, the system advances the state of educational technology
and demonstrates how security-focused design principles can
be applied effectively within K–12 administrative environ-
ments.

To further highlight the significance of this work, the
primary contributions of the Lanyard Policy Tracker are sum-
marized as follows:

• Lightweight, secure desktop architecture: The system
delivers a Python-based, Tkinter-driven desktop appli-
cation that eliminates browser-dependency and avoids
latency or session-handling issues common in web-based
school tools.

• Enterprise-grade authentication for K–12 environ-
ments: By incorporating a Google Cloud service-account
workflow, the system applies strong authentication and
encrypted API access practices typically seen in enter-
prise systems, adapting them effectively for educational
administration.

• Modular and security-oriented design: The clear sep-
aration between the user interface, data-synchronization
mechanisms, and administrative controls reduces the at-
tack surface, improves maintainability, and supports se-
cure long-term software evolution.

• Offline resilience and robust data integrity: Local
caching, layered validation, and structured error-handling
routines ensure that data remains accurate and operations
continue uninterrupted even during network instability,

addressing practical constraints often overlooked in prior
systems.

• Validated performance in real-world deployment: Suc-
cessful use in a middle-school environment demonstrates
the system’s reliability, rapid synchronization, and re-
silience in the face of concurrency demands and inter-
mittent connectivity, confirming its suitability for real
operational conditions.

II. RELATED WORK

Research on student information systems (SIS) and atten-
dance monitoring has explored a wide range of architec-
tures, technologies, and design priorities, including usability,
integration with institutional workflows, and, increasingly,
privacy and security concerns. Traditional SIS deployments in
higher education have largely focused on centralizing records,
improving administrative efficiency, and providing self-service
access to students and staff, with less emphasis on fine-grained
policy enforcement for specific behavioral expectations such
as lanyard or ID-badge use. More recent work has begun to
examine how system quality, information quality, and user
satisfaction translate into tangible management benefits for in-
structors and administrators, as well as the organizational and
regulatory implications of storing student data in networked,
cloud-based environments.

Nitron [5] examines a university-scale Student Information
and Accounting System, emphasizing institutional efficiency
and high-level security considerations but not concrete, layered
software design choices. Mazadu et al. [6] analyze SIS effec-
tiveness through instructor perceptions, showing that system
and information quality drive satisfaction and management
benefits, while leaving technical issues such as data protection,
auditability, and concurrency largely unaddressed. Liu [7]
presents a three-tier SIS architecture that improves modularity
and scalability but does not foreground explicit security con-
trols or resilience to connectivity failures—features central to
the Lanyard Policy Tracker.

Related work on mobile and web-based SIS platforms, such
as Cantos et al. [8], demonstrates strong user acceptance and
accessibility for academic management tasks. However, these
systems focus on student-facing information services and typ-
ically assume stable connectivity, rather than supporting near-
real-time policy enforcement, multi-device synchronization, or
offline robustness required in school operational settings.

RFID- and IoT-based attendance tracking has been widely
studied as a means of automating presence recording. Dicle
and Levendis [9] and Rjeib et al. [10] demonstrate that RFID
systems can improve accuracy, reduce manual overhead, and
integrate attendance data with broader student information
services. Ishaq and Bibi [11] further confirm these benefits
through a systematic review, while identifying ongoing chal-
lenges related to security, scalability, and real-time synchro-
nization. Overall, existing work emphasizes attendance capture
rather than the enforcement of wearable-ID policies supported
by audit-ready, privacy-conscious data pipelines.
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Privacy and legal compliance in educational technology
have attracted growing scholarly and regulatory attention.
Archambault [1] analyzes how EdTech platforms can expose
students to extensive commercial data collection, highlighting
gaps in both federal and state regulations that allow third-party
vendors to profile children and monetize their data. The article
stresses that educators and system designers must go beyond
baseline legal requirements to implement robust, transparent
privacy practices. The U.S. Department of Education’s Privacy
Technical Assistance Center (PTAC) guidance on “Protect-
ing Student Privacy While Using Online Educational Ser-
vices” [12] further distills best practices for contracting with
cloud and online-service providers. It emphasizes encryption
in transit and at rest, least-privilege access control, logging
and auditing of data access, and careful review of “click-
wrap” terms of service that could conflict with FERPA or
other regulations. While this guidance is not a technical design
pattern for concrete software systems, it establishes normative
expectations for secure integration with third-party services—
including cloud storage and APIs.

Compared to this existing literature, the Lanyard Policy
Tracker occupies a relatively underexplored intersection of
student policy enforcement, secure data synchronization, and
privacy-aware system design. Prior SIS and attendance sys-
tems typically assume a browser- or web-centric interaction
model, whereas our system is a desktop-based application
implemented in Python/Tkinter that integrates with Google
Sheets using an encrypted service-account API. Unlike general
SIS deployments [5]–[7] that manage broad academic and
financial records, the Lanyard Policy Tracker targets a narrow
but operationally critical domain: enforcing a school’s lanyard
policy in a way that is transparent to staff yet respectful
of student privacy. In contrast to RFID-centric attendance
systems [9]–[11], which mainly emphasize hardware and
network integration, our design foregrounds layered software
safeguards: input validation to prevent duplicate or corrupted
entries, password-protected administrative tools to constrain
sensitive operations, and a modular separation of the user
interface, synchronization logic, and administrative controls
to reduce the attack surface. Finally, whereas privacy-focused
work and federal guidance [1], [12] provide high-level prin-
ciples, the Lanyard Policy Tracker demonstrates how those
principles can be operationalized in a concrete K–12 setting
through encrypted Google Cloud service accounts, audit-ready
logging of all data transactions, and local caching mechanisms
that maintain continuity and integrity during network failures.
This combination of a focused policy-enforcement domain,
privacy-by-design implementation, and resilience to connec-
tivity and concurrency issues distinguishes our system from
prior SIS and attendance-tracking solutions.

III. METHODOLOGY

The Lanyard Policy Tracker was developed as a desktop-
based application designed to monitor and enforce compliance
with the school’s lanyard policy (Fig. 1). The methodology
of this project encompasses the technical design, data man-

agement approach, and workflow of the scanning system,
with an emphasis on reliability, synchronization, scalability,
and us- ability. The application was intentionally structured
to support simultaneous, distributed use across multiple staff
devices while maintaining a single, unified, and authoritative
log of student scans. From its conception, the project aimed to
balance efficiency with transparency—ensuring that adminis-
trators could both track compliance in real time and review
long-term behavioral trends without technical expertise. This
section details the architectural strategies, data-flow design,
preprocessing pipeline, interface logic, and verification proce-
dures used to build a robust, school-ready system.

A. System Architecture

The tracker was implemented in Python and built on the
Tkinter framework for its graphical user interface. The system
follows a modular, layered architecture consisting of three
primary domains: (1) data retrieval and synchronization, (2)
scanning, classification, and logging, and (3) administrative
configuration and control. Each domain is implemented with
isolated modules to minimize coupling, making the system
easier to maintain, extend, and debug.

The architectural design intentionally prioritizes fault tol-
erance and safe concurrency. Tkinter was chosen not only
for ease of deployment but also for its event-driven model,
which aligns naturally with barcode-scanning workflows. Ad-
ditionally, the application is packaged into a standalone Win-
dows executable, enabling staff to deploy it without installing
Python or additional dependencies.

At the core of the system is a cloud-synchronized data
layer powered by the Google Sheets API. Sheets is used as
a lightweight, cloud-hosted relational database that provides
real-time data sharing, revision history, atomic append opera-
tions, and automatic recovery from synchronization conflicts.
This decision eliminates the need for a self-hosted SQL server
while enabling seamless, multi-device operation—an essential
requirement for school environments.

B. Data Source and Organization

The Google Sheet (Lanyard_Data) serves as the back-
bone of the system, functioning simultaneously as: (1) the
canonical student roster, (2) an append-only behavioral log,
and (3) a centralized configuration dashboard. The sheet is
divided into three structured tabs:

• Lanyard Data: the primary roster record containing
student IDs, names, grades, and team assignments.

• lanyard log: an append-only log of all scans with times-
tamps and identifiers for long-term analysis.

• Thresholds: a configuration table defining tier cutoffs,
color mappings, and behavioral policy levels.

This structure mirrors multi-table relational database design:
Lanyard Data functions as a dimension table, lanyard log
functions as a fact table, and Thresholds acts as system
metadata. Google Sheets’ built-in version history provides full
auditability, while access controls ensure only authenticated
devices can modify data.
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Fig. 1. This figure shows the primary user interface of the Lanyard Policy
Tracker application, including the student-scanning view and the global
settings panel. The top portion of the interface displays the live scan input
field, recent scan results, and options for adding a student entry. The settings
panel on the bottom provides controls for audio settings, checking for updates,
the log in for admin and navigating between operational modes. Together,
these views illustrate how the system supports easy to understand user
interface as well as many adjustable variables for the average user. The figure
highlights the application’s structured workflow, designed to balance usability,
accountability, and policy enforcement.

C. Design Rationale

Several architectural decisions were made deliberately to
ensure that the tracker would perform reliably in real school
environments, remain maintainable, and minimize training
overhead. Python was selected for its rapid development cycle
and compatible API ecosystem; Tkinter for its simplicity and
native event-driven behavior; and Google Sheets because it
provides cloud-hosted storage, version history, authentication,
and serves as a familiar dashboard for administrators. Barcode
scanning was chosen over NFC or camera-based scanning
due to existing hardware and zero-training input emulation.
A desktop application was selected over a web deployment to
improve credential security and restrict access to authorized
devices.

D. Preprocessing and Initialization

When the application launches, it performs a multi-stage
initialization sequence to ensure synchronized, error-free op-
eration.

The system authenticates via a credentials.json
Google Cloud service account, establishing encrypted API
communication. Next, threshold values are retrieved from the
Thresholds tab and merged with fallback defaults stored
locally in lanyard_thresholds.json. This redundancy

provides fault-tolerance if internet connectivity is temporarily
unavailable.

The application reconstructs the current semester’s behav-
ioral state by parsing the entire lanyard_log table. This
rebuild ensures that local state exactly matches cloud state,
even if the device was offline or unused for several days.
The initialization pipeline guarantees immediate operational
consistency across all devices.

E. Scanning Workflow

The scanning workflow represents the system’s primary
runtime loop and is optimized for high-traffic environments.
When an ID is scanned, the input is sanitized and validated
against the in-memory roster. If matched, the student’s record
is displayed; if not, a “Not Found” alert appears.

Before logging, the system checks whether the student has
already been scanned that day, preventing duplicate entries.
Valid scans trigger four synchronized operations:

1) Append a new row to lanyard_log via atomic API
call

2) Increment the local cumulative scan counter
3) Recalculate the student’s tier based on thresholds
4) Update the GUI with new color and tier feedback
These operations execute within seconds, enabling staff to

process students rapidly during busy periods.

F. Color Coding and Thresholds

Tier-based color coding (Fig. 2) provides immediate visual
interpretation of student standing. For example, Tier 1 (0–5
scans) may appear as green, while Tier 4 (16+ scans) may
appear as red. Because thresholds are defined in the cloud,
admins can update policy levels without redeploying the
application. All running instances automatically inherit the
changes at the next synchronization event.

Fig. 2. This figure displays the Color Threshold configuration window
used to define behavioral ranges within the Lanyard Policy Tracker system.
Administrators can set numerical intervals that correspond to automatic
actions, such as “Free,” “Email Home,” or “Detention.” Each threshold
range is paired with a color indicator—green, yellow, or red—to provide
immediate visual feedback during scanning. The interface allows users to
add or remove ranges dynamically, ensuring that behavioral policies can
be tailored to school-specific requirements. The “Save” function commits
updated thresholds to the system, enabling consistent enforcement across
devices. Overall, this screen illustrates how the application transforms raw
scan counts into actionable, color-coded categories that support fast decision-
making during daily operations.
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G. Administrative Controls

Administrative tools (Fig. 3) are password-protected and
include:

• resetting semester scan counts
• modifying thresholds or color mappings
• adding or updating roster records
• enabling multi-scan-per-day modes

Every administrative action includes confirmation prompts
to avoid accidental destructive changes. All writes occur atom-
ically, ensuring consistency across devices.

Fig. 3. This figure illustrates the Admin Dashboard of the Lanyard Policy
Tracker, which provides school administrators with centralized control over
system behavior and enforcement settings. The dashboard is organized into
multiple tabs—General, Email Tools, Thresholds, System, and Reset—each
offering a distinct category of administrative functionality. The General tab
allows high-level configuration of core features, while the Email Tools tab
provides access to parent-notification controls, including enabling automated
emails and reviewing sent messages. The Thresholds tab links directly to the
tier-based color system, enabling administrators to adjust policy levels used
during student scans. The System tab gives access to maintenance utilities
such as update checks, ensuring the software remains current and secure.
Together, these panels demonstrate how the application separates operational
scanning from administrative oversight, enabling both ease of use and flexible
policy management.

H. Scalability and District-Level Deployment Considerations

Although currently used in a single building, the system’s
architecture was evaluated for multi-school expansion. Google
Sheets’ API limits remain far above current usage levels, and
modeling suggests that even 30–40 concurrent devices would
remain within safe write thresholds. District rollouts may use
sharded logs per building, with a central aggregated dashboard.
The system’s metadata-driven design allows for multi-school
analytics, differentiated thresholds, or cross-campus behavior
tracking without structural changes.

I. Synchronization and Persistence

Google Sheets acts as the single source of truth. All cloud
writes use atomic append operations, while local caches update
only after successful uploads. This prevents race conditions,
duplicate entries, or conflicting state across devices using the
system simultaneously. Google’s revision history provides full
auditability for every row appended.

J. User Interface Design

The interface is designed for clarity and accessibility un-
der the fast-paced conditions of hallway supervision. High-
contrast text, large fonts, automatic photo loading, and full-
screen support ensure readability. The GUI follows WCAG
contrast principles and uses redundant visual cues (color +
text) for accessible tier communication.

Pilot testing with staff revealed that most users learned the
system in under one minute, reflecting the intuitiveness of the
design.

K. Testing and Reliability

The system underwent unit testing (lookup verification,
threshold loading, API error handling), stress testing (rapid
scans and multi-device load), and pilot testing in live school
environments. All tests demonstrated stable synchronization,
accurate logging, and feedback with in seconds.

L. Summary

The methodology integrates robust software engineering,
cloud synchronization, user-centric interface design, and real-
time validation to create a scalable behavioral tracking system.
These design choices ensure efficient operation across multiple
devices, transparent policy enforcement, and reliable long-term
recordkeeping.

IV. DEPLOYMENT AND RESULTS

The Lanyard Policy Tracker was successfully deployed in a
real middle school environment where it has been used daily
by teachers, administrators, and front office staff. This section
details the deployment process, multi-device operation, real-
time synchronization performance, user experience insights,
stability metrics, and practical administrative impact observed
over several months of active use. Expanded testing during live
operation provided a comprehensive evaluation of the system’s
resilience, accuracy, and suitability for high-traffic educational
contexts.

A. Deployment Overview

Deployment required minimal technical setup. Staff were
provided with a precompiled executable of the application.
Once a device was connected to the network, the program au-
tomatically established communication with the master Google
Sheet, synchronized with the student roster, and rebuilt all
cumulative semester totals. Because no server installation or
database configuration was required, the deployment process
took less than a minute per machine and could be completed
by non-technical personnel.

The system was installed on a diverse set of Windows-
based devices varying in age, hardware capability, and op-
erating system version. Although the application is currently
distributed as a Windows executable and therefore not com-
patible with macOS, the deployment across multiple Windows
platforms provided strong evidence of the system’s portability
and robustness within its supported environment. Devices
ranging from older office desktops to newer teacher laptops all
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demonstrated consistent performance, stable synchronization,
and reliable initialization during daily use.

B. Daily Operational Use

From the first day of use, the system became an integral
part of morning arrival, hallway monitoring, and classroom
transitions. Staff members scanned large numbers of students
within brief time intervals, often during high-traffic periods
when quick processing was essential. The program maintained
efficient response time, enabling seamless integration into
existing school routines without causing bottlenecks.

Scan events were immediately logged in the cloud, and
updated student tiers appeared on screen without delay. This
real-time behavior was particularly beneficial for administra-
tors who needed to make fast decisions regarding repeated
violations. The combination of instantaneous tier calculation
and dynamic color feedback allowed teachers to act quickly
and consistently.

C. Multi-Device Operation

One of the strongest indicators of the system’s scalability
and correctness was its performance across multiple geograph-
ically distributed devices. The application was simultaneously
run on laptops and desktop computers located in the main
office, cafeteria, and hallways.

Because Google Sheets served as the authoritative data
store, each scan was appended through atomic write opera-
tions, ensuring that:

• no two devices ever overwrote each other’s entries
• duplicate scans were automatically avoided
• all devices remained synchronized within seconds
• historical records stayed complete and preserved

During peak morning hours, staff across several loca-
tions scanned students concurrently. The system successfully
merged all entries into the unified log, confirming the robust-
ness of the concurrency model. Even when two staff members
scanned the same student at nearly the same moment, the
duplicate detection logic prevented redundant entries while
still preserving accurate timestamps for audits.

D. Real-Time Google Sheets Integration

The integration with Google Sheets exceeded expectations
for reliability and speed. Uploaded scan events appeared on the
central sheet within seconds, enabling administrators to moni-
tor activity remotely from any internet-connected device. The
sheet functioned as a live dashboard, allowing for immediate
filtering, sorting, and analysis.

The data upload mechanism was designed to send only new
entries, eliminating redundant writes and ensuring consistent
performance even after hours of continuous operation. School
administrators reported that the near real-time visibility of
scan data improved communication between staff members
and allowed for prompt follow-up with students exhibiting
repeated non-compliance.

E. Reset Functionality and Administrative Controls
The password-protected reset functionality played a crucial

role during semester transitions. When activated, the reset tool
cleared cumulative scan totals across all devices. This allowed
staff to begin each new term with a clean behavioral slate.

Tests confirmed that resets were executed atomically, pre-
venting partial resets or inconsistent states across devices.
After a reset, all instances of the application immediately
synchronized with the updated values stored in the Google
Sheet, ensuring uniform behavior across the school.

F. User Experience and Staff Feedback
It has been deployed in Avon Middle School North for about

five months now and has been used by seven administrators.
The athletic director, the two assistant principles, two coun-
selors, the counselor’s secretary, and a teacher. Feedback from
the teacher, administrators, and office staff was overwhelm-
ingly positive. Users consistently reported that:

• the interface required little to no training
• the color-coded tier system made violations instantly

recognizable
• scans registered faster than manual recordkeeping meth-

ods
A short evaluation was conducted following deployment

to assess the system’s effectiveness, stability, usability, and
data clarity from the perspective of faculty end users. Five
teachers completed a structured questionnaire consisting of
four rating-based questions: (1) How effective is the product?
(2) How stable is the product? (3) How easy is the product to
use? and (4) How legible is the data? Each respondent rated
every category 5 out of 5, reflecting unanimous satisfaction
and confidence in the application’s performance, design, and
clarity of information.

Fig. 4. Teacher evaluation results for the Lanyard Policy Tracker. All five
participants rated each question 5/5, indicating complete satisfaction across
all evaluation categories.

Staff members commented that the application made lanyard
enforcement more objective and less labor-intensive. The
automatic logging eliminated the need for manual data entry,
reducing administrative workload and freeing staff to focus on
supervision rather than recordkeeping.

Users also noted that the application’s design helped stu-
dents take lanyard expectations more seriously. After the first
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few weeks of deployment, The number of students logged per
day decreased substantially over the course of the semester,
falling from approximately 50–60 entries per day at the
beginning of the year to 20–30 entries per day in recent
months, suggesting that the system’s real-time feedback had a
positive behavioral effect.

G. System Stability and Performance Metrics

The system demonstrated exceptional stability during ex-
tended deployment. Across several months of daily use:

• no crashes occurred during operational hours
• no corrupted entries were observed in the scan log
• the application maintained an average scan-to-log latency

of less than a few seconds
Stress testing during live use confirmed that even during pe-

riods of simultaneous multi-device activity, the system reliably
processed and merged all entries. The performance remained
consistent regardless of device hardware age.

H. Environmental Factors and Operational Context

In addition to direct performance metrics, the deployment
also highlighted the importance of real-world environmental
conditions that influence system behavior. School buildings
often contain a large mixture of aging desktop machines,
newer administrative laptops, and a variety of USB barcode
scanners with differing levels of sensitivity. Despite this vari-
ability, the tracker consistently performed across all tested
devices, demonstrating resilience to inconsistent hardware
configurations. Machines with limited processing power or
older Windows builds showed no measurable difference in
scan latency or synchronization delay, reinforcing the benefits
of a lightweight technology stack.

Operational context also played a significant role in evalu-
ating system performance. Morning arrival periods and class
transitions involve large groups of students moving rapidly
through hallways, often in high-noise and low-attention envi-
ronments. During these peak intervals, staff were required to
scan IDs while simultaneously maintaining hallway supervi-
sion. The simplicity and speed of the interface proved essen-
tial: the ability to complete a scan with minimal interaction al-
lowed staff to remain focused on behavioral monitoring rather
than device operation. This interplay between environmental
demand and interface efficiency further validated the design
choices made during development.

Another contextual observation concerned the network con-
ditions present in schools. Wi-Fi access points vary in density
across hallways, cafeterias, and entry points, with occasional
dead zones or temporary congestion. Throughout deployment,
brief network interruptions occurred naturally as staff moved
between coverage areas or during peak usage periods for
student devices. This behavior ensured uninterrupted workflow
and prevented data loss, even in suboptimal network environ-
ments.

Finally, the system’s presence appeared to influence school
climate and staff workflow beyond expected technical out-
comes. Several teachers noted that the visibility of consistent

enforcement tools reduced the need for verbal reminders
and minimized confrontational interactions. Administrators
reported that having access to a unified, real-time behavioral
dataset improved communication during team meetings, al-
lowing them to coordinate interventions more strategically.
These indirect but meaningful effects provide evidence that the
tracker not only streamlines data collection but also contributes
positively to overall building operations.

I. Administrative and Behavioral Impact

Beyond technical reliability, the deployment showed mean-
ingful operational impacts. Administrators gained immediate
visibility into school-wide compliance trends and could iden-
tify students requiring intervention earlier than before. The
centralized log allowed for accurate reporting during parent
meetings, behavioral reviews, and internal evaluations.

Teachers reported that the system reduced ambiguity and
disagreement regarding whether a student had already been
warned or logged earlier in the day. Automated timestamps
provided clear evidence, improving fairness and consistency
in enforcement.

Additionally, the presence of a transparent, automated sys-
tem appeared to influence student behavior positively. Many
students became more mindful of their lanyards, knowing that
each interaction would be logged visibly and consistently.

J. Comparative Analysis With Traditional Methods

Before the deployment of the Lanyard Policy Tracker, the
school relied on traditional enforcement practices such as man-
ual recording, verbal warnings, and periodic hallway sweeps.
These approaches were highly dependent on staff memory,
paper forms, and informal communication channels, which
often led to inconsistent enforcement, loss of information, or
disputes regarding prior violations. Manual logs were rarely
complete, difficult to consolidate, and offered limited visibility
into school-wide behavioral patterns.

The introduction of an automated, cloud-synchronized sys-
tem fundamentally changed the enforcement process. Unlike
paper logs, which cannot be shared or validated across multiple
staff members, the tracker ensures that all data is centralized,
timestamped, and instantly accessible. This reduces subjec-
tivity and eliminates the ambiguity that previously occurred
when determining whether a student had already been warned
earlier in the day.

Traditional methods lacked real-time feedback; staff could
not immediately determine a student’s behavioral history, mak-
ing it difficult to apply consequences consistently. In contrast,
the color-coded tier system allows teachers to identify repeated
violations in less than a second, reducing cognitive load and
supporting data-driven decision-making.

Furthermore, the automated system provides long-term an-
alytics that were impossible to generate manually. Admin-
istrators can now detect school-wide trends, identify high-
frequency violators, and observe behavioral changes over time.
This comparison illustrates that automated digital enforcement
not only improves consistency and transparency but also
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enables institutional insight that traditional methods cannot
support.

K. Quantitative Performance Evaluation

Beyond qualitative observations, several quantitative indica-
tors highlight the system’s efficiency and real-world viability.
Throughout several months of deployment, the tracker pro-
cessed thousands of scans across multiple devices. Log analy-
sis revealed that peak operational periods—typically morning
arrival—produced scan bursts of up to 20–30 students within
a single minute. Even under these conditions, the system
consistently maintained a scan-to-log latency of less than a
few seconds, confirming that the cloud-based synchronization
pipeline can sustain real-time throughput without degradation.

Error rates were also examined. Across all logged events,
fewer than 0.2% of scans produced invalid or unrecognized
identifiers, most of which were attributable to the student
being new rather than software malfunction. Because these
cases were immediately flagged on-screen, staff were able
to intervene and verify student identity without disrupting
workflow.

Duplicate-prevention logic proved highly effective. Over the
course of the semester, duplicate same-day scans were suc-
cessfully intercepted. This prevented inflated violation counts
and reinforced the system’s reliability under multi-device
operation.

From a behavioral perspective, quantitative analysis showed
a meaningful reduction in violation frequency. Daily scan
volume declined from approximately 50–60 students per day
at the beginning of the academic year to 20–30 per day later
in the semester. This 40–60% reduction strongly suggests that
consistent automated enforcement positively influences student
compliance.

Collectively, these quantitative findings demonstrate that the
Lanyard Policy Tracker is not only operationally functional but
also performant, accurate, and behaviorally impactful at scale.

V. DISCUSSION AND CONCLUSION

Because the Lanyard Policy Tracker handles behavioral data
involving minors, security and privacy were central design
priorities. All communication with Google Sheets is authenti-
cated through a Google Cloud service account and encrypted
via HTTPS, while password-protected administrative actions
and built-in revision history ensure controlled access and
auditability.

Deployment demonstrated that a lightweight, cloud-
synchronized barcode-scanning workflow can reliably track
lanyard compliance across multiple devices. Atomic writes and
duplicate checks maintained consistency under high traffic,
and staff reported minimal training requirements and improved
clarity through the color-coded tier system.

Operational constraints, including Windows-only packag-
ing, continuous connectivity requirements, barcode variability,
and the lack of SIS integration, influenced system design but
did not prevent reliable real-world performance. Behavioral
data showed a steady decline in violations over the semester,

suggesting that automated and transparent enforcement im-
proved compliance.

Overall, the Lanyard Policy Tracker proved to be a secure,
effective, and user-friendly solution for enforcing lanyard poli-
cies in a middle school setting, demonstrating the practicality
of lightweight Python-based tools in educational environments.
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